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Privacy, Confidentiality and Security of 
Personal Health Information

• Hospitals must have procedures in place to protect 
patient privacy and confidentiality of personal 
health information (PHI) regardless of the form.   

• These procedures must include policies to protect 
against unauthorized use.  

• All staff who have the right to access PHI in the 
course of their work, have an ethical and 
professional obligation to protect the confidentiality 
of the information and to access and use only as 
required in their work.   



Privacy, Confidentiality and Security of 
Personal Health Information

• All staff is expected to implement good security 
practices consistent with the value of the information. 

• Privacy is a right that is protected by law and gives 
an individual control on how their PHI is handled 
and shared – including when, how and with whom. 

• Confidentiality is a hospital’s obligation to ensure 
the privacy by limiting access and disclosure.



Why privacy orientation

• Demonstrate respect for our patients rights 

• Reduce risk related to privacy issues

• Provide a consistent and coordinated management of privacy

• Provide support, advice, direction to staff

• Geared at preventing and not exposing incidents



Three core questions

THREE CORE QUESTIONS!

Do I have to know this information to do my job?

Privacy

Access hospital information only when it directly 
relates to your job responsibilities and is necessary 
to perform your job.

Do I have to share this information to do my job?

Confidentiality

Share hospital information with individuals only when 
it is necessary to do your job.



Three core questions

Does anyone else have access to information, 

which is not necessary to do their job?

Security

Keep hospital information secure and actively protect 
information from unauthorized examination or casual 
observation.

“Hospital information” includes any information you 

learned while at the hospital, either verbal or written, 

paper or electronic.



Protection of Personal Health Information is Part 
of the Hospital’s Culture

• All staff must demonstrate an understanding of 
confidentiality policies.

• All staff must demonstrate understanding of 
patient’s right to privacy.

• All staff has a duty to report violations and failure 
to do so is a breach. 



How does the hospital protect information?

Administrative

• Privacy Policy & Procedures

• Mandatory Privacy Training

• Confidentiality agreements

• Retention & Destruction Policy & Procedure 

Physical

• Secure storage of PHI

• Secure workstations

• Card swipe access



How does the hospital protect information?

Technical

• Computer passwords

• Access limited based on needs of 
individual staff

• Firewalls

• Audits



Personal Health Information Privacy

Privacy Breach at Peterborough Hospital

Hospital says it has fired seven employees relating to 

unauthorized access to a number of medical records.  They say 
in one case, the accused were curious about a severely 
overweight patient.  The patient says she is now reluctant to 
seek treatment at the hospital.  The hospital’s vice president, 
has condemned the employees’ behavior and the hospital is 
taking steps to prevent future breaches.



Personal Health Information Privacy

Bluewater Health Takes Privacy Seriously

Hospital staff have been fired in 2013 after a privacy 

breach.  17 people were dismissed after non-clinical staff 
accessed patient information without authorization.  At least 
part of the information accessed is related to the persons 
charged in the murder of a 27 year old Sarnia teacher.  



Discussion

A staff member is admitted for emergency treatment; as a colleague

you are very concerned about his condition and decide to access 
Meditech to determine the cause.

Your action can best be described as:

• You have a right to access the colleague’s record because you have 
access to the Meditech system.

• You have breached the patient’s right to confidentiality and privacy.



Response

• You have breached the patient’s right to confidentiality and privacy –
as an employee of the hospital you only have right to access patient 
information when required to complete your assigned work 
responsibility. 



Discussion

You go to see your doctor after work. Your doctor recommends you
have a CT scan. You have your CT at Groves and would like to see the 
results.

Do you have a legal right to get a copy of your CT results?

• No, this information is hospital property

• Yes, you have a right to access your health information

• Can you use your Meditech password to access your CT results? 

• Yes, I have access to information in Meditech 

• No, I must go through Health Information Services to access my 
information



Response

• Yes, you have a right to access your health information

• No,  I must go through Health Information Services to access my 
information – you are required to request and sign a consent form 
through Health Information Services – Release of Information to access 
your health information.  You are an authorized Meditech user to 
complete your assigned work.  



Personal Health Information Act

• PHIPA is a provincial statute regulating the 
management of PHI

• Effective November 01, 2004 

• Regulates how a patients’ information is 
collected, used and disclosed

• Under this law patients have greater control 
over their information 

• Hospitals are held accountable for informing 
patients of breaches



What is personal health information?

• Identifying information about an individual

Includes:

� The fact the patient is a patient in the hospital

� Physical or mental condition

� Payment of eligibility for healthcare

� Individual’s health care number

� Anything that identifies an individual’s substitute 
decision maker



Circle of care

• The ‘circle of care’ refers to those individuals 
who directly provide or assist in the care or 
treatment of a particular patient at a 
particular point in time. 

• The circle of care may include other 
individuals or organizations that are external 
to the hospital such as long-term care 
facilities.  

• Personal health information can be released 
to those in the “circle of care” for the 
provision of care based on implied consent



Implied consent

When a patient seeks health care services 
at the hospital it is assumed that the patient 
does not object to their PHI being collected, 
used and disclosed for the following 
purposes:

• Provision of health care and treatment

• Sharing the information with other health 
care providers within the patient’s ‘circle of 
care’

• Billing

• Compiling statistics

• Ensuring quality of all patient care



Expressed consent

Express consent is required for disclosing 
PHI to an individual or agency outside 
the “circle of care”.  Consent may be 
given verbally or in writing.

• Examples of when express consent is 
required:

� Lawyers

� Insurance companies

� Employers  

• Can be withdrawn at any time



Consent is a process – not a form

• Consent must be knowledgeable – the patient must understand the 
purpose of the collection, use or disclosure and that they may give or 
withhold their consent

• Your Health Information and Your Privacy in Our Hospital brochure is 
accessible to all our patients and explains their rights under PHIPA



Discussion

A physician has made a referral to a specialist; can the physician 
forward his patient’s PHI to the specialist without the patient’s written 
consent?

• Yes this information was collected and is being used for the purpose of 
providing healthcare to the patient.

• No the patient must sign a consent before any information is released 
to the specialist.



Response

• Yes, the information was collected and is being used for the purpose of 
providing healthcare to the patient – unless we know that the patient 
objects; health care information may be shared with those in the
patient’s circle of care for the purpose of treatment



Discussion

A staff member was injured outside of work and was brought to the 
emergency; a team leader learned of the admission and went to see the staff
member.  The staff member had already been discharged so the team leader 
started asking questions about the nature of the injury.  The ED nurse provided 
information at which time the team leader realized there had been a breach
of privacy.  The issue resulted in the question “when someone asks a question
and the other person answers, who is actually breaching?”

• The person who asked or the person who responded?

• Why?



Response

• Both; the person asking and the person responding.  As an employee of 
the hospital you should not request or disclose patient information when 
not related to your role or scope of practice.



Duty to report

• Legislation requires that healthcare professionals report specific 
information to the authorities in certain circumstances

Examples:

� Suspected child abuse or neglect

� Suspected elder abuse

� Communicable diseases

• These requirements override the privacy legislation

• Provide only limited information which is necessary to report the concern



Discussion

Family & Children’s Services are called by the hospital emergency 
department to investigate a case of suspected child neglect; do they have 
a right to get a copy of the child’s emergency report?

• Yes, as much information as possible should be provided to assist in the 
investigation

• No, copies of reports from the patient’s medical record require signed 
consent from the legal guardian.

• Family and Children’s Services request that they be alerted by phone if 
the above child returns to emergency department for a visit; would you 
comply with the request?

• Yes, this is a child protection case and the hospital must comply with the  
request

• No, contacting Family & Children’s Services in the absence of a child 
protection concern is a breach of confidentiality.



Response

• No, copies of reports from the patient’s medical record require signed 
consent from the legal guardian - minimal information is provided at the 
time of reporting

• No, contacting Family & Children’s Services in the absence of a child 
protection concern is a breach of confidentiality – you would only 
contact Family & Children’s Services when there is a concern for the 
patient’s safety or well being on the episode of care.



Responding to enquiries

The following information may be provided to visitors or telephone callers:

• Confirmation that an individual is a in patient

• The general health status of an in patient (e.g. stable, critical, fair, poor) 

• The location of the in patient in the Hospital (Note:  May be provided for 
an out patient if patient has been given opportunity to consent)

• Other Media – refer to CEO office for response

• However, the patient has the right to request complete confidentiality. In 
some cases the above information is not provided at all in order to protect 
the safety of the patient (e.g. patients of domestic violence or sexual 
assault).



Discussion

How to respond to inquiries about patients:

• You can transfer the call to the patient

• You can take the caller’s name and phone number and give it to the 
patient to call back

• You can give a general condition (fair, good, satisfactory) unless the 
patient has stated they do not want that information shared

• Check that primary contact person has been documented



How to deal with the police

• Without a legal authority such as a warrant hospital staff are under no 
legal obligation to comply with police requests for patient information 
or samples

• Police requests should be forwarded to Health Information Services, or 
after hours the charge staff on site

• Health Information responds to police inquires based on hospital policy 
following a standard process 

• When information is shared, only the information necessary to satisfy 
the intent of the request is provided



Discussion

A patient in the emergency department is in police custody; can 
information be provided to the police office?

• Yes, minimal information that may affect care of the patient while in 
custody can be provided.

• No, this would be a breach of the patient’s confidentiality



Response

• Yes, minimal information that may affect care of the patient while in 
custody can be provided.  An example may be that the patient has
been given a particular drug that may alter his/her behavior; it would 
be helpful for the police officers responsible for the safety of the 
patient and others to be aware of this. 



Discussion

Responding to warrant for patient information after hours:

• You could ask the police office to return to Health Information Services 
during business hours

• Refer to charge nurse to accept the warrant and refer it to Health 
Information Services

• If the above is not acceptable to the officer you could ask to speak to 
officer’s supervisor for clarification regarding timelines for responding 
to the warrant



Discussion

A police officer presents to the hospital and requests to interview a 
staff member that is working; should the staff member provide the 
interview?

• Yes, refusing would be an obstruction of justice in the police 
investigation

• No, your supervisor or manager should be notified immediately of the 
request



Response

• No, your supervisor of manager should be notified immediately of the 
request 



Computer Security

• Information and communication technologies 
are provided to staff to conduct Hospital 
business.  

• Communications sent and received through 
these systems are the property of the 
Hospital.  

• These systems are monitored to ensure 
security 



Maintaining electronic communication 
systems

You should take the following actions to maintain the security of 

electronic communications systems:

• Sign off computer terminals after completing one’s work

• Select strong passwords

• Don’t share passwords

• Use Hospital equipment only for work-related purposes

• Save PHI to network secure drives



E-mail

• E-mail is not used as the primary 
method of communication for PHI due 
to potential risk for privacy breach

• Refer to the Privacy Policy and 
Procedure posted on the Intranet under 
the Administrative Manual for more 
information



Faxes

• Acceptable in situations where PHI is needed for 
patient care and mail/courier will not meet specific 
time frames

• Pre-program frequently used numbers into fax 
machine to avoid misdirected faxes

• Utilize Fax transmittal notices – hospital approved 
forms found on the hospital intranet

• Refer to the Privacy Policy and Procedures posted on 
the Intranet under the Administrative Manual for more 
information



Portable devices

• Storage of PHI on personal non-encrypted 
portable devices (laptops, blackberries, 
memory sticks) is strictly prohibited

• Requirement in Ontario that PHI stored on 
portable devices be encrypted or de-
identified

• Non compliance could potentially result in 
a major privacy breach involving the PHI 
of numerous patients and cause damage 
to a health care custodian’s reputation 

• Portable devices are not to be used to 
take pictures or recordings while on 
hospital premises unless prior approval 
from senior administration



Disposal of Confidential Information

• Duplicate reports and patient 
armbands must be placed in 
confidential waist bins

• Confidential waste bins must be stored 
in secure areas

• Confidential waste must be emptied 
regularly into locked containers



Privacy Breaches

• A privacy breach occurs when you are sharing 
or accessing personal health information that is 
not required to do your work. 

• Examples include loss (misplaced record), theft 
(laptop stolen) error (report intended for one 
person forwarded to another), unauthorized 
access (staff accessing or sharing PHI for 
patients outside of their job duties), incorrect 
disposal 

• Breaches will be investigated and depending 
on the nature, occurrence and severity may 
result in disciplinary action

• The law requires that breaches are reported



Speaking about a patient outside the 
hospital

It is a beautiful day outside and you decide to join some co-workers for 
lunch at the picnic table.  A couple of your co-workers start discussing a 
patient they are caring for; they call the patient by name and mention 
the diagnosis.  How do you respond?

• Do nothing.  Everyone at the table works at the hospital and we know 
we have to keep patient information confidential

• Remind staff that patient information is confidential and cannot be 
discussed in public areas and/or report to manager



Response

• Remind staff that patient information is confidential and cannot be 
discussed in public areas and/or report to manager – as employees of 
the hospital we have a shared responsibility to protect patient health 
information.



Examples of Unauthorized Access

• Visiting a co-worker who is a patient based on seeing name on 
patient list

• Accessing Meditech to locate a friend’s room # in the hospital

• Accessing Meditech to locate a co-workers phone # or date of 
birth

• Accessing Meditech to review results of radiology exam for 
test on son

• Accessing Meditech to review report from another site where 
patient was transferred



Know your responsibilities

When using or sharing patient (or staff) personal information staff are 
expected to:

• Be familiar with the Privacy Policy and its accompanying procedures

• Ensure the ‘need-to-know’ principle is being met.  Keep information sharing 
about a patient’s health information or care within the ‘circle of care’

• Avoid speaking about private information in a public area.  

• Consider whether you require express consent from an individual prior to 
collecting, using or sharing any personal information

• Know which existing legislation overrides the privacy policy and permits 
information to be shared without consent (e.g. Child & Family Services Act or 
the Substitute Decisions Act).  See the Hospital-Wide Policy Duty to Report

• Respond to all privacy enquiries from patients.  If you need help, contact your 
manager, manager of Health Information , or the Chief Privacy Officer



Resources

• Chief Privacy Officer - Stephen Street

• Manager of Health Information Services - Wilma Kassian

• Hospital Policy & Procedures/approved forms –
http://intranet.gghm.net/whca/ (home page)    

• PHIPA/Privacy Commission of Ontario

• Your Health Information and Your Privacy/The personal Health 
Information Protection Act brochures:



THANK YOU FOR RESPECTING OUR PATIENT’S RIGHTS


